Computer Security
Tips and Tricks
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What are the elements of Computer Security

Data Privacy

Cyber Security

Email Security
Password Protection
Digital Citizenship
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Where are spaces that your information is being collected?

e create a new social media account to connect with
others
shop online
e take an online personality test or 1.Q. quiz
fillout an online marketing survey that promises
points for participating
register to download programs, games or plug-ins
e visit a mall with your phone’s Bluetooth or
location settings turned on
e useanapp onyour phone

Source: What kind of information is being collected
about me online?

Ben Sondgeroth ¢ Google for Education Certified Trainer


https://www.priv.gc.ca/en/about-the-opc/what-we-do/awareness-campaigns-and-events/privacy-education-for-kids/fs-fi/choice-choix/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/awareness-campaigns-and-events/privacy-education-for-kids/fs-fi/choice-choix/

How is your phone, tablet, and computer collecting?

e Using Cookies - small files of text that can collect and store information

how many times you visit the site and which pages you visit

your preferences, such as preferred language, font size and accessibility services
your user name and password
items in your shopping cart
your location

° What canldo aboutit?

a. Well...notmuch :(
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Source: What kind of information is being collected about me online?
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https://www.priv.gc.ca/en/about-the-opc/what-we-do/awareness-campaigns-and-events/privacy-education-for-kids/fs-fi/choice-choix/

What is Data Privacy?

In a practical sense, data privacy deals with aspects
of the control process around sharing data with third
parties, how and where that data is stored, and the
specific regulations that apply to those processes.
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Data Privacy Framework

|dentify
Govern
Control
Communicate
Protect
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COMMUNICATION:

What apps you are using that could be
sharing potential personal information?

AWARENESS:

Teach yourself that anytime personal
information is entered on the internet: a
linked profile is being created.
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What is Cyber Security?

“Cybersecurity is the ongoing application of
best practices intended to ensure and

preserve gonﬁdentialitg, Integrity, and

Availability of digital information as well as
the safety of people and environments.”
- Chris Moschovitis

Moschovitis, Chris. Cybersecurity Program Development for Businesses: The
Essential Planning Guide. , 2018. Audio.
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Better Defense to Prevent Cyber Incidents

Awareness

Report

: Incidents
Questions
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Cybersecurity Incidents

with Email

What is Phishing?

Credential Harvesting - Passwords

|
Past Due Invoice attachment - w
Malware, Ransomware

Purchase Order - Money or Payment |

|
|

2

By

Financial Aid and Repayment of extra funds - Money
or Payment

Goal: Send emails in hopes that one with “take the bite”

with entering personal identifiable information and then
steal info.
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Google Phishing Quiz (4 L8TR - work with students)

You’ve received a new kind of report from

https://phishingguiz.withgoogle.com/ i sl

PHISHING LEGITIMATE

Sharon Mosley <sharon.mosley@westmountdayschool.org>
e tomef= 6:47 PM

Good day Chris,
Please find attached the 2020 financial activity report for your perusal.
Thanks & Regards,

Ms. Sharon Mosley
Westmount Day School

2020 FAR.pdf ' /

I T s T . T T . . .
Ben Sondgeroth ¢ Google for Education Certified Trainer



https://phishingquiz.withgoogle.com/

« Millennials (44%) and Gen Z (51%) are more likely to say they have
experienced a cyber threat than baby boomers (21%).

« 79% of baby boomers said they had never been a victim of
cybercrime.

« 46% of respondents say they use a different password for important
online accounts, with 20% saying that they “never” or “rarely” do so.

o Only 43% said they create a long and unique password either
“always” or “very often.”
« 48% of respondents say they have “never heard of MFA.”

/ Report Insights \

« 64% of respondents have no access to cybersecurity training, while
Qare than a quarter of those who do have access choose not to usey

\_
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Have | been pwned?

@ Home Notify me Domainsearch Who's been pwned Passwords APl About Donate B P

';--have i been pwned?]

Check if your email or phone is in a data breach

email or phone (international format)

@ Generate secure, unique passwords for every account | Leam more at 1Password.com
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https://haveibeenpwned.com/

Use Different Passwords for all Sites

Password Managers
Apps, Browser Extensions
LastPass
Dashlane
1Password

Longer passwords can be better

Password:
IWrxSZxUY&GN$@9* -
Copy Password
Password Length:
e B
w Advanced Options:

() Make Pronounceable

() Allow All Character Types

A-z a-z 0-9 1% @4#
\ 2 ‘ Minimum Numeric Characters

Avoid Ambiguous Characters

\_ carel
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https://chrome.google.com/webstore/detail/lastpass-free-password-ma/hdokiejnpimakedhajhdlcegeplioahd?hl=en-US
https://chrome.google.com/webstore/detail/dashlane-password-manager/fdjamakpfbbddfjaooikfcpapjohcfmg?hl=en
https://chrome.google.com/webstore/detail/1password-%E2%80%93-password-mana/aeblfdkhhhdcdjpifhhbdiojplfjncoa?hl=en

2-Factor Authentication/2-Step Verification

Text Message

Phone Call

Hardware Token

Software Token

Google Authenticator, LastPass Authenticator

Email Docs SMS Phone Call Email Hardware Software
Token Token
M Gmail & v v v v
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https://twofactorauth.org/

Lock Your Computer

Windows+L
CTRL+ALT+DEL
Command+CTRL+Q
Magnifying Glass key + L
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Update and Restart

///
A

Sleep
Update and shut down

Update and restart

(') Power

All apps
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Caution when using Wifi in Public Places such
as Guest Wifi, Fitness Center, Coffee Shops,
Hotels, Restaurants, Stores

Use VPN - Virtual Private Network

HotSpot Shield
Windscribe

-

\_

VPN is off

O

How does a VPN work?

o
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https://www.hotspotshield.com/what-is-a-vpn/
https://www.hotspotshield.com/what-is-a-vpn/

Tips for your kids

What are ways you can help educate kids?
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Flexible, easy-to-implement program
13 grades (kids age 5-18), 73 lessons, 32 videos

Easy-to-implement
online lesson plans

for teachers

In-class activities
assignable via
Google Classroom
or downloadable

e

Student materials
in Spanish

(& common sense education

Digital Citizenship EdTech Reviews & Resources Professional Development Recognition & Community Privacy Initiative

£ SEE FULL CURRICULUM

GRADE 5
Finding My Media Balance

What does media balance mean for me?

OVERVIEW

Helping kids learn what makes different media choices healthy or not is a good start. But how do we help
them actually make responsible choices in the real world? Give your students the opportunity to create a
personalized media plan.

[% students will be able to:

e Reflect on how balanced they are in their daily lives.
e Consider what "media balance" means, and how it applies to them.

e Create a personalized plan for healthy and balanced media use.

Lesson Snapshot (@ Estimated time: 45 mins.

Warm Up: My Perfect Day 15 mins.

Watch: What Is Media Balance? 15 mins.

Q) © powate

MEDIA BALANCE & WELL-BEING

We find balonce

in our digital lives.
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q Student-facing
videos

Family

opo| €ngagement
orjo| activities

& tip sheets

Customizable
presentation slides
for each lesson


https://www.commonsense.org/education/digital-citizenship/lesson/finding-my-media-balance

Engage families with Tip Sheets and Family Activities

DIGITALCITI Y ACTIVITY
Media Balance Is Important
db Good news:

Your kid is learning about media balance! What does that mean? They're learning to....

‘GRADE 1: DIGITAL CITIZENSHIP FAMILY ACTIVITY

Pause & Think Online

There are lots of things to think about when it comes to being a responsible digital citizen. At school
your kid is learning all about it, and now they can show you what they know! They're learning to ...

Pause and think before searching, clicking, or sharing.

GRADE 2: DIGITAL CITIZENSHIP FAMILY ACTIVITY

We the Digital Citizens

The internet can be fun, but it also requires responsibility, so your kid is learning how to be a safe,
strong digital citizen! What does that mean? They're learning to....

Find fun, cool stuff online.

o "Pause for people” ing devi totalk. d Peandu N b : :
S Koo aibon T Histt o s boclos o ot o o o Bekindonline. «  Setlimits on how much time they spend online.
o Tt s batae it o Findbalance using media and tech. «  Keep personal information — like their phone number and address — private.
Pt s ot s sl A SR «  Payattentionto their feelings to make sure they feel safe and know when to stop. «  Pause and think before searching, clicking, and sharing.
o Listento their feelings and tell an adult if something makes them uncomfortable. = st up toonlinebaflles N ! . ®. Rakbefore theyguonine.
«  Carefully choose the digital footprints — like posts, pictures, and comments — they leave behind. Payattention to their feelings and ask for helpwhen they feel scared or confused about something

@ Check out the music v i ite digital citizenship fri ) ) o theyseeonling:

Watchit together tions 50 you can see the yrics), and :;:: 'l’t"':‘:‘m i ¥ Check out the music i

http: org/educ e-is-important-video B y Watchit together ions so the lyrics),

httg org/education/vids hink Il SR o "
https:// rg/edu videos/we-the-digital-citizens

Now talk about this togethe Now talk about this together: Now talk about this together:
1. What was your favorite part of the song? Why? 1 What was your favorite part of the song? Why?
What rules do we have about using apps and going online?

What was your favorite part of the song and why?

How can we work together to have media balance as a family? What's your favorite character? Why?
What would that look like? You can even draw a picture that shows your whole family

What are the time limits? Make a list of safe sites and apps and your rules to put in a place

2
3. What are someways you can dowhat your favorite character does? What sites are OK to use?
4. What could be hard about it, and how would you keep going anyway?

practicing media balance!
where your whole family can see it!

o .

caete

Text the word kids to the phone number 21555 to get free weekly tips on healthy media habits.

Text the word kids to the phone number 21555 to get free weekly tips on healthy media habits. Text the word kids to the phone number 21555 to get free weekly tips on healthy media habits.
education

commonsenseorpecucaton - R @/common sense education : commonsense org/education YOI @/common sense education® bl cormsionsahearg/ods

(& common sense education i wbialoe
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1. Use adifferent password for different sites, accounts, and devices

2. Make sure the company you are dealing with is real before giving your
information

3. Look for private browsing options

4, Use a “junk” email account to sign up for services to prevent massive
amounts of spam

5. Don’t click on website links unless you know they are legit

6. Use ad-blockers, anti-virus, and other security measures
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Alway assume everything you post online is completely
public.
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Ben Sondgeroth
sondgerothben@gmail.com
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